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Introduction

The Mobile Bridge Server acts as a bridge between Symphony Server and your Mobile devices. You can install it
on the same machine as your Symphony Server or on a separate machine. Android and iOS Mobile Clients
connect to a Mobile Bridge, which is configured to communicate with a particular Symphony Server. The Mobile
Bridge is capable of managing multiple user connections to the Symphony Server, and can do so securely via SSL
if required.

The Mobile Bridge authenticates the Mobile Client user, and serves video and alarm information to the mobile
clients. Requests for a particular camera’s live or historical video are routed through the Mobile Bridge to the
Symphony Server. The Mobile Bridge transcodes the video into a format that can be efficiently transmitted to and
viewed on the Mobile Client. Currently, JPEGs are streamed to iOS devices, but Android clients are capable of also
receiving h.264 video directly. Other useful functionality such as controlling PTZ camera positions, alarm
acknowledgement are also possible via the Mobile Bridge since it routes these commands to the Symphony
Server.

Installation

e Where: You can install Mobile Bridge on the Symphony Server machine OR on any machine that
does NOT contain Symphony .

e License: You must have Symphony 6.10 or later installed and a valid Symphony Mobile Bridge
Server License.

e Security: The Mobile Client automatically detects and uses HTTPS if it is available on your system;
otherwise, HTTP is used.

e Reinstall: If for any reason you want to reinstall this version, you must uninstall Mobile Bridge
(using Windows Remove Programs) first. Only then can you reinstall this version.

Note:

1. On Windows 2003 only, .NET 4 installer fails due to missing Windows
Imaging Component (WIC). User must install WIC on server. Microsoft
WIC instructions available here.

2. For Windows Server 2008 installations, you must have Windows
Desktop Experience installed on the Symphony Mobile Bridge machine.
The Mobile Bridge Server installation will automatically detect if this
component is missing and install it; however, you must RESTART your
machine. If you do not restart your machine, you will not be able to
view live video from your Symphony mobile device.
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Procedure

To install Mobile Bridge:

1. Download (from Aimetis) and run the installer. If you do not have .NET Framework 4 on your
machine, click Accept and it will be installed.

A_', Symphony Mobile Bridge Setup @

Far the following components:

Microsoft MET Framework 4 [x86 and x64)

Fleaze read the following license agreement. Press the page down key to see the rest
of the agreement.

MICROSOFT SOFTWARE
SUPPLEMENTAL LICENSE TERMS

MICROSOFT .NET FRAMEWORK 4 FOR MICROSOFT
WINDOWS OPERATING SYSTEM i

|ﬁ| Wiew ELILA for printing

Do you accept the terms of the pending License Ag t?

If you choose Don't Accept, install will cloze. To install you must accept this
agreement.

| Accept | [ Don't Accept ]

Figure 1. Microsoft .NET Framework installation

L Syraphory Maobile Bridge Setup

=4 Installing Microzoft MET Framework 4 [x86 and xB4)...
e

| Cancel

Figure 2. Installing .NET may take a few minutes
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2. After reviewing the license and warranty information in the License Agreement screen, click
| accept the terms in the License Agreement.

‘_'E Symphony Mobile Bridge Setup EI =] @

Please read the Symphony Mobile Bridge License
Agreement

etis g
ATMETIS LICENSE AND WARRANTY -

IMPORTANT: PLEASE RELD THE TERHM3S
AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING
THE SOFTWARE. AIMETIS CORP
(AIMETIS) IS WILLING TO LICENSE
THE SOFTWARE TO ¥OU A3 THE
INDIVIDUAL, COMPANY, OR THE LEGAL
ENTITY THAT WILL BE UTILIZING THE
SOFTWARE (REFERENCED BELOW AS “You
OFR Your”) CNLY CN THE CONDITION
THAT ¥OU ACCEPT ALL OF THE TERMS -

| I accept the terms in the License Agreement

b
=5

i Back | Install | | Cancel

Figure 3. License Agreement screen

3. Click Install. The installation process begins.

‘_'E Symphony Mobile Bridge Setup

i
i

Installing Symphony Mobile Bridge

)
\

Please wait while the Setup Wizard installs Symphony Mobile Bridge.

Status:

Figure 4. Installation in progress

4. To complete the installation, click Finish.
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‘_'E Symphony Mobile Bridge Setup EI =] @

Eﬂ Completed the Symphony Mobile Bridge
Setup Wizard

Click the Finish button to exit the Setup Wizard,

| Configure Mobile Bridge

Back Cancel

Figure 5. Installation complete

Configuration

Procedure

To configure Mobile Bridge for your mobile device:
1. Ensure that you have the following server information from your Symphony installation:
e User (username)
e  Password

e Address of the machine on which Symphony server is installed

You can obtain this information by right-clicking on the server in the Server List in Symphony.
Select Edit and the Edit Symphony Server Connection dialog box is displayed.

Edit Symphony Server Connection @

Symphony Server Information

Address localhost The location of the camera server.

There are 2 types of names allowed:

191P g 45232343 /\\

2)DNS eq yourcompany .Com
ServNist

[Maime MyServer| The name by which you want to refer to this server.

Symphony Server Login Information Add...
Windows Authertication [ N Edit...
Delete...
Uszer Securityl Wour username setup on the camera server to allow access. ——
isable
Password rarxsass The associated password, Praperties...
Configure...
ok | Gamze) Wiewr on Wieb

Figure 6. Server details obtained from Edit Symphony Server Connection dialog box in Symphony
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2.

The Mobile Bridge Configuration dialog box starts automatically.

If not, from the Start menu in Windows, select the Symphony Configure Mobile Bridge

application. The Mobile Bridge Configuration dialog box opens.

Note: If UAC is enabled on your machine, you will be prompted to Run as Administrator.

'@ Default Programs

[t/ Desktop Gadget Gallery

& Internet Explarer (§4-bit)

@ Internet Explorer

‘; Windows Srytirne Upgrade

& Windows DVD Maker

BE Windows Fax and Scan

@ \indows Media Center

@ Windows Media Player

1 Wiindows Update

< KPS Viewer
Accessories
Aimetis
Airnetis Rernote Suppart
Configuration Editar
Configure Symphony hMobile Bridge
Setup Wizard

build

Documents

Pictures

Music

Computer

Control Panel

De nd Pri

Symphory Client Default Prog
Sprnphorny Manager
Symphory Player Help an

4 Back

| |Searth pragrarms and files 0 |

S sl J

Figure 7. Windows Start menu featuring Configure Symphony Mobile Bridge application

Sumphong Server Address

Symphony Mobile Bridge Canfiguration

X3

Symphony Username

Sumphony Pazzword

[7] Show Advanced Configuration

[ Save ] l

Cahicel l

Figure 8. Mobile Bridge Configuration dialog box

1. Symphony Server Address: Enter the hostname or IP address of the server on which the Symphony
server is installed. (The content of the Address field in Edit Symphony Server Configuration dialog

box.)

2. Symphony User: Enter the user name of the user whose credentials are saved on the Symphony

server.

e The authorization of the mobile device user is honored, but the Mobile Bridge user’s
authorization (restrictions) supersede the authorization of the mobile device user.
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*  You could first create a “Mobile” username and password in Symphony with specific
credentials (restrictions) and use that username/password as the designated mobile user
for Mobile Bridge. Ideally, this user should have access to all cameras.

3. Symphony Password: Enter the password associated with the Symphony User.

4. Click Save. Download and install the Symphony Mobile app on your mobile device.

Note: If the installation environment includes one or more firewall(s),
additional firewall configuration is necessary. See “Ports” on page 7 for details.
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Advanced Configuration

In the Mobile Bridge Configuration dialog box, select the Show Advanced Configuration check box.

Symphony Mobile Bridge Configuration @

Symphony Server Address
localhost

Symphony Uzername
Securityl

Symphony Pazsword

V| Show Advanced Configuration

Mobile S ecurity
Fequire S5L for Mobile Connections

SSL Certificate

Parts
Symphony Server Port [default: 50001]
50001 =

Mobile Listening Port [default: 8433)
8433 =

Push Natifications
| Enable for 05 devices

[ Save ]| Cancel |

Figure 9. Symphony Mobile Bridge Configuration dialog box
showing Advanced Configuration options

Ports

The port numbers are set by default.
¢ Mobile Listening Port: The port number is the port on which the mobile client will connect to the
server. By default, the port is set to 8433. The mobile client must be configured to use the same
port as specified on the server. Ensure that any existing firewall(s) have this port open.
e Symphony Server Port: This is the control and notification port of the WebService. By default, the
port is set to 50001. If Mobile Bridge is installed on a different machine than Symphony, you may
need to open this port on any existing firewall(s).

Push Notifications

Any I0S App (iPhone, iPad) must use Apple Servers to use the notification service.

¢ If Push Notifications are enabled (Enable for iOS devices check box selected), mobile devices
will receive notifications only if the firewall(s) allow the TCP outgoing ports (ports open) See also:
Mobile Bridge 2.0.2 server and earlier crashes if specific ports closed because of firewall to review
which ports must be open.

¢ If Push Notifications are disabled (Enable for iOS devices check box cleared) the mobile devices
will NOT receive notifications and the server will NOT send information to Apple Servers. In this
scenario ports on the firewall do not need to be open.
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Using SSL

Windoues Security @

Symphony Mobile Bridge SSL Certificate
Select a certificate to be used by Symphony Mobile Bridge for HTTPS

support.
| Mo certificate available
| @ Mo certificates meet the application...
e Click OK to continue

[ 0K H Cancel |

Note: An SSL certificate must be imported into the Local Machine’s Personal
certificate store. For more information on certificate stores, see
http://technet.microsoft.com/en-us/library/cc725751.aspx.

1. Select the Require SSL for Mobile Connections check box only if you have an SSL certificate on
the local machine (the machine on which you are installing the Mobile Bridge).

Syrmphony Mobile Bridge Configuration @

Symphony Server Addiess
localhost

Symphony Username
Securityl

Symphony Password

KR

| Show Advanced Configuration

tabile Security

| Require SSL for Mobile Connections
S5L Certificate

|

9 Change..

Partz
Symphony Server Port [default; 500071)
50001 =

Mabile Listening Paort [defaul: 8433)
8433 z

¥

Puzh Motifications
| Enable for i0S devices

[ Save ]l Cancel |

Figure 10. Symphony Mobile Bridge Configuration - Require SSL for Mobile Connections check box
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Troubleshooting
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2. Click the Change button. The Mobile Bridge SSL Certificate dialog box opens.

Windows Security

. |

support.

}ﬁ |
: @

i

Symphony Mobile Bridge SSL Certificate
Select a certificate to be used by Symphony Mobile Bridge for HTTPS

(Click here to view certificate prope...

Issuer:
Valid From: 2012-05-02 to 2039-12-31

Issuer:

Valid From: 2012-04-16 to 2039-12-31

IIS Express Development C...
Issuer: localhost
Valid From: 2012-03-01 to 2022-02-28

oK ‘ I Cancel

Figure 11. Symphony Mobile Bridge SSL Certificate dialog box

3. Select a certificate and click OK. The certificate number is displayed in the SSL Certificate field.

Troubleshooting

Reinstallation

If for any reason you want to reinstall this version, you must uninstall Mobile Bridge (using Windows Remove
Programs) first. Only then can you reinstall this version.

Windows typically will NOT uninstall an application where files associated with the application appear to be in

use.

e If you are connected to a client running live video, you may be prompted to restart your computer
during an uninstall.

e If you have the Windows Services dialog box open and the Al Mobile Service (inadvertently)
selected, Windows will not complete the uninstallation process until the dialog is closed. Only
then will you be able to reinstall the version.

Services l

Windows was unable to query status For service A1 Mobile Bridge,
l The remote connection on Local Computer has been broken.

Service 'AI Mobile Bridge' (MobileBridge) could not be
installed. Verify that you have suffident privileges to
install system services,

Cancel | [ Retry l [ Ignore

o] |

Figure 12. Windows error messages
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Appendix

To create a self-signed certificate:
1. Download makecert.exe (Certificate Creation Tool) from Microsoft.
2. Use the following command to create and import a self-signed key:

makecert -r -pe -n "CN=<my_local_host_machine_name>" -ss my -sr localMachine -sky exchange

For certificates in Windows 8, 8.1, or Server 2012 see
https://www.aimetis.com/Xnet/KB/KBArticleView.aspx?1D=10372
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